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1. Leveraging non-convex optimization to build efficient 
algorithms for differentially private synthetic data generation

2. The same algorithmic ideas enable efficient algorithms 
for large-scale reconstruction attacks (on Census data)
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The Duality
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Private Synthetic Data Reconstruction Attacks

DP
Algorithm

Reconstruction
Algorithm

Goal: release approximation to a 
large collection of statistics, 

downstream ML tasks

DP release 
of statistics

Sensitive data 

Release of 
statistics 

without DP

Synthetic data

Sensitive data 

Reconstructed data

Goal: reveal privacy risks of 
existing systems, auditing



“An algorithm is differentially private if changing a single 
record does not alter its output distribution by much.”

[DN03, DMNS06]

Algorithm
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Alice

Bob

Definition: A (randomized) algorithm A is (ε, δ)-differentially private
if for all neighbors D, D’ and every S ⊆ Range(A)

Pr[A(D) ∈ S] ≤ eε Pr[A(D’) ∈ S]  + δ

Sensitive Data 
(e.g., medical records)

Output Distribution
(e.g., noisy statistics)



Differentially Private Synthetic Data

Sensitive data set
(e.g. medical records)

DP Algorithm

Data Scientist
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Allow arbitrary usage

Synthetic data set
“Fake” data records that preserve 

important statistical properties

What statistical properties?



Moment Matching:  
(aka Query Release)

Example:  
what is the fraction of people that satisfy some specified property q?

e.g. q(x) = has “Smoke”,  “Lung Cancer” & “Age ≥ 30” 
(3-way Marginals)

Smoke
Lung 

Cancer Diabetes Age

patient_id1 1 1 1 35

patient_id2 1 0 0 40

patient_id3 1 1 0 43

patient_id4 0 0 1 21

q(x) = 1

q(x) = 0

q(x) = 1

q(x) = 0

q(D) = 1/2
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Answers: a1, a2, . . . , a|Q|

D1

D2

D3

…
Dn

Algorithm
Query class Q

Synthetic dataset D̂
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�-accurate if
|q(D) � aq| � � for every q � Q

Moment Matching:  
(aka Query Release)
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Reconstruction Attacks

Reconstruction
Algorithm

Sensitive data 

Release numerically precise 
statistics (without DP):

Example: pre-DP Census

q1, …, q|Q|

Reconstructed data

Empirical attacks:
• Census Bureau’s attack on 2010 decennial census

• Leveraged powerful integer program solvers
• Aircloak Challenge [CN18, JSD20]

[DN03]
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Reconstruction as Projection

Given answers  to queries  
Reconstruct a dataset  by minimizing

a = (a1, …, am) q = (q1, …, qm)
D̂

∥q(D̂) − a∥2 = ∑
j

(qj(D̂) − aj)2

Leverage the computational efficiency and randomization 
of synthetic data methods
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RAP-Rank: Confidence-Ranked Reconstruction

Use a randomized, non-private synthetic data method 
to sample solutions to the projection problem

Answers  to 
queries  

evaluated on dataset 

a1, …, am
q1, …, qm

D

Relaxed Adaptive 
Projection (RAP)

D̂1

D̂2

D̂k
Run  timesk

{D̂
Rank Record

1 R1

2 R2

3 R3

… …

Rank by #times each 
record appears in  D̂

Match-Ratek =
1
k ∑

i≤k

1[Ri ∈ D]
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Bayesian Intuition

Prior P
Sensitive data  D

Precise statistics:
q1(D), …, qm(D)

Benchmarks
Confidence 

ranking

Rank

1 R1

2 R2

3 R3

… …

RAP-Rank

Sample from the 
posterior

Prior P

Rank

1 X1

2 X2

3 X3

… …

Ranking by
P(x)

Prior P

Rank

1 X1

2 X2

3 X3

… …

Ranking by
frequency

 Fresh draws from  P

Baseline in our 
experiments
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Experiments Set Up

Census Data
• American Community Survey (ACS)
• Privacy-protected Microdata File (PPMF)

• Simulate 2010 Decennial Census 
 

Split

Dholdout

D

Precise statistics:
q1(D), …, qm(D)

Rank

1 R1

2 R2

3 R3

… …

RAP-Rank

Rank

1 X1

2 X2

3 X3

… …

Ranking by
frequency

Compare 

Match-Ratek =
1
k ∑

i≤k

1[Ri ∈ D]
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2010 Demonstration Privacy-Protected Microdata Files 
(PPMF)

• Hierarchy of geographic entities
• national  state  county  tract  block
• Hierarchy of prior information

→ → → →

• Reconstruct data at two levels
• Block: 620 queries
• Tract: 10-50k queries
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2010 Demonstration Privacy-Protected Microdata Files
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2010 Demonstration Privacy-Protected Microdata Files
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2010 Demonstration Privacy-Protected Microdata Files



Thanks!
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